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CYBER SECURITY SPECIALISTS

Simphiwe Security Consulting (Pty) Ltd (SS-Consulting) stands as a beacon of integrity and innovation
in the cybersecurity sector. Founded in 2017 after our founder was dismissed for courageously exposing
corruption—a principled stand that earned him the OUTA Moral Recognition Award—SS-Consulting is
built on a foundation of ethical leadership and a relentless commitment to doing what's right.

Headquartered in Midrand, Johannesburg, and proudly 51% Black Female-owned, we champion
empowerment and diversity, driving transformation across the industry. Our expertise spans strategic
and technical consulting in Cyber Security, IT Governance, Risk, and Compliance, with a
comprehensive suite of services tailored to your organisation’s unique needs.

From cloud security architecture and ICT audits to vulnerability assessments, penetration testing, and
managed security services—including firewall management, SIEM-as-a-Service, Security Service Edge
(SSE) solutions, and Identity and Access Management—we deliver robust, future-ready protection. We
are also at the forefront of Al Security Services, helping clients navigate the evolving landscape of
artificial intelligence risks.

Our team of 24 dedicated professionals, combining permanent staff and specialist contractors, brings
agility and deep expertise to every engagement. SS-Consulting is also renowned for developing
Capture-the-Flag (CTF) challenges for competitions and academic institutions, nurturing the next
generation of cybersecurity talent.

Partner with SS-Consulting for ethical, expert-driven, and innovative security solutions that empower
your business to thrive in a digital world..



Our Vision & Mission

The Vision

of SS-Consulting is to uphold the highest
level of integrity and to safeguard

information entrusted to us

Our Mission

is to become the first Black-owned PCI-DSS
Qualified Security Assessor (QSA) organisation as
well as a strategic partner to our clients in the field
of Information Security, Governance, Risk and

Compliance.
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Service Quality & Value

Quality is the foundation of our modus vivendi at SS-
Consulting. SS Consulting has a rigorous approach when
it comes to review and quality assurance. Part of our
philosophy is the brainstorming of thoughts, ideas and
solutions to ensure that they are aligned with best
practice, industry standards and in due course that they
add value to our clients.

Our cost structure is fair and just to ensure that our
clients receive the thorough going value without
compromising on the quality of the resources, skills and
expertise it needs to achieve the project objectives and
deliverables.

Inherent Moral Values

which govern our conduct as management
as well as in the way we treat our clients.

Our Sound Values

Service Excellence & Expertise

Through its partnership with highly talented, experienced and
skilled consultants; SS-Consulting offers consultancy services on
the implementation of best practice programmes within the ambit
of information security, IT governance, risk management and
compliance. This is our core differentiator as we are able to
leverage our in-depth experience to ensure that our solutions
comply with leading best practice, in addition to being practical and
tailored to client specific needs. Our company is built on the
assumption that the enterprise technology landscape is forever
changing, and this presents challenges of ensuring that security,
governance, risk and compliance is well entrenched within
business processes, systems, products and infrastructure. When it
comes to Information Security, Governance, Risk and Compliance;
we believe that there is no single “silver bullet” approach to all
company challenges. All companies are unique in their own right,
as such, we strive to acquire an in-depth understanding of our
clients’ business objectives, goals and vision in order to ensure
that our solutions do not only support critical business initiatives
but are also an enabler to our clients’ business objectives.

Work Ethic & Culture

which is the cornerstone of our foundation and
way of living.



Our Services

o

Security Training Cybersecurity Strategy & Vulnerability Cybersecurity
& Awareness Policy Design Assessments & Assessments
Penetration Tests & ICT Audits

(VAPT)

o

Cloud Security Services Public Key Security Operations Security
Infrastructure, SSL Center (SOC) & Threat Architecture
Certificates, Digital Intelligence Monitoring Services
Signatures and
Document Signing
Platforms

g

Managed
Cybersecurity
Services

Artificial Intelligence
(Al) Security
Services
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Security Training
& Awareness

On-site instructor-led or
automated cloud-based
campaigns to educate staff
on cybersecurity best
practices and threat
recognition. Simulated
phishing campaigns.

Our Services (Unpacked)
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Cybersecurity Strategy &
Policy Design

The design and
documentation of
cybersecurity strategies,
cyber resilience strategies,
and risk-based
information security
policies and related
operational procedures
and secure configuration
standards for each IT
platform.

Vulnerability Assessment &
Penetration Tests

This service includes monthly
or quarterly vulnerability
scans using PCl-approved
scanners and reporting.
Network penetration tests
(goal-driven), red/blue team
exercises and exploitation of
vulnerabilities, including a
report indicating possible
security exposures and
recommendations for
improvements.
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Cybersecurity Assessments
& ICT Audits

Conduct security audits on 0S/390
and z/0S mainframe operating
systems.

Conduct security assessments on
SCADA environments.

Conduct security audits on SQL,
Oracle DB, SAP HANA, SAP ERP,
AS400, Windows and UNIX/AIX
platforms.

Conduct security assessments
using 1ISO27001, COBITS, NIST
Framework, etc.

IT General Controls Review (ITGC)
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Cloud Security Services

We protect client’s data,
applications, and workloads as
they move to and operate within
cloud environments. These
services typically include secure
cloud migration, continuous
monitoring, access control, threat
detection, data loss prevention,
and compliance management for
public, private, and hybrid cloud
infrastructures.

Our Services (Unpacked)

-

Public Key Infrastructure, SSL
Certificates, Digital Signatures
and Document Signing Platforms

SOC & Threat Intelligence
Monitoring

We offer a framework for managing We offer clients with continuous,

digital keys and certificates to 24/7 monitoring to detect, analyse,
enable secure, encrypted and respond to cyber threats in real
communica’;ions and time. This offering includes proactive

authentication; Digital certificates t,r;rsepacfndse;e;?é’ Z'J;rzfehn:,:iﬁ,r:
that authenticate website identities analysis of security events.
and encrypt data exchanged Additionally, it incorporates threat
between web servers and browsers; intelligence capabilities such as dark
Digital Signatures for verifying the web monitoring, which involves
authenticity and integrity of digital traCk'.ng cybercriminal activity and
documents or messages; and potential dgta Ie'aks.on underground
Document Signing Platforms that forums to identify risks before they
enable electronic signing,

impact the organization. This holistic
approach ensures clients are
verification, and management of
digital documents.

protected against evolving threats
around the clock.

Artificial Intelligence (Al)
Security Services

We monitor, test, and secure Al models
throughout their lifecycle. We provide
advanced solutions such as adversarial
testing platforms to identify
vulnerabilities, continuous Al model
monitoring to detect anomalous
behaviours, and robust controls to
safeguard against data poisoning and
adversarial attacks. We also offer model
explainability assessments, Al risk
management, and compliance with
emerging Al governance standards—
ensuring your Al systems remain
resilient, trustworthy, and compliant in
dynamic threat environments.



Al Security
Offerings

We also offer the following Al-specific

services through our technology
partners

Al/ML Model Security Testing: Identifying vulnerabilities in
machine learning models.

Adversarial Attack Simulation: Testing Al systems against

adversarial inputs.

Model Monitoring & Explainability Tools: Ensuring Al models behave
as intended and are interpretable.

Al Governance & Compliance Solutions: Managing Al lifecycle
risks and regulatory compliance.

—
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Specialised
Cybersecurity
Services

We also offer the following specialised

services through our technology
partners

Red and Purple Team Exercises

SAP Audits

Identity & Privileged Access Management

Adversary Emulations using MITRE
ATT&CK Framework

S —
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LAWtruSt Digital Signature and Darktrace Immune System
Document Signing Platform. \

BitDefender Product Suite

S -
KnowBe4 Security Awareness and
TrainingPlatform

»

Netskope Security Service Edge

Tenable Nessus

Our company is a consulting firm that specialises in providing cybersecurity services. However, we strategically partner

IBM Product Suite

Algosec.Firewall Governance

EAROR

with key technology vendors to deliver products as needed, ensuring tailored solutions for our clients.




SS-Consulting

CYBER SECURITY SPECIALISTS

GetIn Touch:

8 (011) 695-4800 | 082 8051949

Softstart BTI Building, 136 2nd St, Randjespark,
Midrand, 1685
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WWW.Ss-consulting.co.za | sales@ss-consulting.co.za
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THANK YOU

= SEE YOU IN THE NEXT PROIJECT
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